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Abstract— The bootloader is a firmware that helps update the 

application program of a microcontroller unit. In the automotive 

industry, a safe and secure bootloader must be implemented 

considering the standards that ensure the quality control of the 

system. In this paper, the development of a UDS bootloader via 

CAN bus was described according to the automotive standard ISO 

26262 and automotive SPICE by using an adaptation of the V-

model development cycle and considering the following sections: 

requirements, architecture, design and implementation, testing, 

and integration. For the system validation, software and system 

tests were executed in a controlled environment. The next step 

involves the execution of tests using an automotive environment. 
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I. INTRODUCTION  

In the automotive industry, a bootloader is constantly used 
for diagnostics and reprogramming of any automotive engine 
control unit (ECU) [1]. A bootloader is a firmware, independent 
of the user application that starts running when the system is 
turned on [2], [3]. This firmware allows communication with the 
ECU and its components, such as sensors or actuators. A bus 
control area network (CAN) bootloader must be designed based 
on the memory architecture of each microcontroller to identify 
the sections where the new firmware will be uploaded. 
Communication between the host (who will provide the new 
firmware) and the ECU, can define issues such as security and 
instruction management [4], [5]. Moreover, the architecture of 
the bootloader firmware must be defined to communicate with 
multiple parts of the microcontroller and the ECU system. The 
system is defined in steps, which include its architecture, design, 
and implementation [1], [6]; i.e., the system is described from 
the project concept to explain the product's functionality. 

For instance, a car may have 40 computers on average, but 
some include up to 100, including different types of sensors [7]; 
The body control module (BCM) is one example. BCM is 
responsible for diagnosing and managing the vehicle’s body 
sensors and actuators, such as turn signals, optical horn, and high 
beams. The BCM must meet quality standards to maintain a safe 
system according to the Automotive Security Integrity Level 
(ASIL). 

 ASIL is a deterministic factor in automotive firmware; 
therefore, it must comply with a specific level of quality control 

depending on the component of the automotive system. A 
firmware is considered safe and secure if it complies with the 
ISO 26262 standard; this is an interpretation of the generic IEC 
61508 functional safety standard for product development. 
According to ISO 26262, the firmware development should be 
segmented, complying in each phase with guidelines that can 
mitigate software issues and bugs [8]. The steps needed for 
software development are divided into 5 categories: 
requirements, architecture, design and implementation, testing, 
and integration [9]. 

 The development of quality-assured bootloader firmware 
that meets automotive standards is a necessary system in the 
industry, however, firmware with free or complete 
documentation is not available. For this reason, this paper 
describes the development of a bus CAN bootloader based on a 
unified diagnostics services (UDS) protocol following 
automotive standards to provide a safe and secure system.  

The paper is organized as follows: Section II describes the 
methodology. Section III shows prototype components. Section 
IV presents the requirements. Section V depicts the system and 
firmware architecture. Section VI details the development and 
implementation of firmware. Lastly, Section VII demonstrates 
that the firmware is safe and secure.  

II. SYSTEMS DEVELOPMENT LIFE CYCLE 

The methodology used was the V development cycle (V-
Model); this model establishes the stages in the development of 
a product, starting with the concept idea of the system and 
ending with the way the system will work and its real 
capabilities [10]. The parts of this development model are 
described in "Fig. 1". 

 

Fig. 1. Generic development cycle of the V-Model. 



The ISO 26262 and Automotive SPICE standards were used 
for the prototype development. Both standards provide 
development models based on the V-Model cycle. [8].  

A. ISO 26262 

This is a standard for functional safety in vehicles that 
establishes the restrictions and guidelines for the development 
of an automotive system [9]; it contemplates the hardware and 
software development stages of the product. “Fig. 2”  presents 
the sections considered in the standard. 

 

Fig. 2. V-Model cycle according to stages of the ISO:26262 [9]. 

B. Automotive SPICE 

This standard is used to perform process evaluation of the 
development of embedded automotive systems. It contains 
indicators for the interpretation of the standard. The standard is 
separated into 3 processes: primary life cycle, organizational life 
cycle, and supporting life cycle. Each process is divided by 
process categories and contains activities according to each 
category. The primary life cycle process and the following 
categories: system and software engineering [11] are shown in 
"Fig. 3". 

 

Fig. 3. V-Model cycle according to stages of the Automotive SPICE 3.1[11]. 

According to both standards, the life cycle implemented in 
the development of this project was defined in 5 stages, as shown 
in "Fig. 4". This model represents the stages considering the 
complete system, i.e., hardware and software were integrated in 
each step, therefore, the system and software stages will be 

represented together, however, they will be designed 
individually.  

 

Fig. 4. The adopted and implemented V-model cycle. 

III. PROTYPE DESCRIPTION 

The bootloader shall be capable of reprogramming the 
program memory (i.e., flash memory) of a microcontroller unit 
(MCU) by means of a specified type of data transmission (e.g., 
CAN, Ethernet, UART) [12]; therefore, the bootloader shall be 
a separate firmware from the application program and shall be 
stored in a flash memory region reserved specifically for this 
firmware. 

Three types of embedded system booting are available: flash 
boot, ROM boot, and SRAM boot. The first is the common boot 
mode, where the program or application is in the flash memory. 
The second type, ROM boot is used when configurations are 
needed in the initialization of the application [2]. 

In some embedded systems, the memory space used to store 
the bootloader firmware is not defined, so the flash memory 
where the application program is stored, must be segmented by 
the firmware and it needs be specifically defined where the 
bootloader and the application will start the memory region. 
"Fig. 5" shows how the same memory region can be divided for 
a bootloader; in other MCUs, the vendor defined exclusive 
regions for bootloader storage (the memory regions are exposed 
in the data sheet of each microcontroller). This type of MCU can 
be seen in "Fig. 6". 

 

Fig. 5. Segmented flash memory. A Texas Instruments MCU of the Hercules 

family was taken as reference [13]. 

 

Fig. 6. Segmented flash memory. A Microchip MCU of the SAM family was 

taken as a reference [14]. 



The prototype bootloader can update the ECU firmware of a 
BCM through a standard connection in automotive systems. The 
bootloader can change the application that controls the lighting 
sequence of a vehicle.  

For the prototype, the hardware components and tools 
described in Table I were used; these components are generic, 
and necessary for any system that requires a CAN bus 
bootloader. Therefore, these may vary depending on the system 
where it is implemented. The selection of the specific 
component will be explained in section V. 

TABLE I.  COMPONENT'S PROTOTYPE. 

Component 

Button 

LEDs or lights 

EEPROM or any flash memory 

Transceiver 

MCU 

Bus CAN analyzer 

CAN adapter RS232 to OBDII 

IV. REQUIREMENTS 

 The first stage is requirements analysis; this is the process in 

which requirements are established according to stakeholder 

needs, physical possibilities, and mapping with the product 

concept [15]. This process shall be concluded before the 

initialization of the architecture design process.  

In this process, the requirements of the system and software 
were defined. These requirements are written in accordance with 
the International Council on Systems Engineering (INCOSE) 
[15]. Although both types of requirements are described, these 
were not built in one instance; they were developed as shown in 
"Fig. 3".  

The requirements shall follow the next characteristics 
according to INCOSE [16]:  

1) necessary  

2) implementation independent  

3) unambiguous  

4) complete  

5) singular  

6) feasible  

7) verifiable  

8) correct  

9) confirming  

 
Table II is a comparison between a requirement that meets 

the characteristics of the guidelines for writing requirements and 
one that was written incorrectly. Both requirements were used 
to define the bootloader.  

TABLE II.  COMPARISON OF GOOD VS BAD REQUIREMENTS. 

Requirement Characteristic by INCOSE 
1 2 3 4 5 6 7 8 9 

The system shall update 
the flash memory of the 
ECU in an automobile's 
BCM 

✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

The system will update 
any part of the car 

         

B. System Requirements 

The system requirements analysis consists of structuring the 
system according to the needs of stakeholders, and these shall 
lead the design system. The requirements specific expected 
behaviors, the limitations of the system, and the components. 

The requirements can express hardware or software 
objectives. Table III shows some requirements that were 
proposed for the system development; these were analyzed with 
INCOSE guidelines, and their specification is in accordance 
with ISO 26262 and Automotive SPICE. Table III indicates if 
the requirement will be verifiable by hardware, software, or 
both. 

TABLE III.  SYSTEM REQUIREMENTS (SYSREQ). 

ID Requirements Verif. 

HW 

Verif. 

SW 

SyR01 The bootloader shall be implemented on 
a microcontroller with ARM 

architecture. 

✓  

SyR02 The microcontroller shall have a Cortex-
M series architecture for embedded 
purposes. 

✓  

SyR03 The system shall have a transceiver to 
CAN communication with baud rate up to 
250 kbps 

✓ ✓ 

SyR04 The transceiver shall be the model 
ATA6561 

✓  

SyR05 The system shall have a bootloader to 
upgrade the system flash memory 

 ✓ 

SyR06 Bootloader shall read the flash memory  ✓ 

 

C. Software Requirements 

Software requirements are guidelines for the software 
development of a system. These requirements are the translation 
of the system requirements that are related to the software; if the 
system requirements are related to both hardware and software, 
only those requirements needed to fulfill the software shall be 
defined.  

Software requirements shall demonstrate their relationship 
with system requirements; each software requirement shall be 
traced to at least one system requirement. Table IV presents 
examples of software requirements that can be traced to the 
software related requirements in Table III. The last column of 
Table IV indicates the system requirement to which the software 
requirement is related. 

TABLE IV.  SOFTWARE REQUIREMENTS (SWREQ). 

ID Requirements Traceability 

with SysReq 

SwR01 The "CANDRV" component must export an 
interface called "Init" to establish the initial 

configuration of the CAN communication. 

SyR03 

SwR02 The system shall have a component to write, read 
and erase data from flash memory. 

SyR05 

SwR03 The "FLASHABS" component shall export an 
interface called "WriteApp" to store the 
"BuffMem" buffer at the "DirMem" address of 
the flash memory. 

SyR05 

SwR04 The "FLASHABS" component must export an 
interface called "GetInfo" to obtain the 
information stored in the address "Dir" of length 
"LenDir". 

SyR06 



V. ARCHITECTURE 

The purpose of the architecture stage is to design and 
identify which requirements correspond to system and software 
elements. The steps in this process are: 

1) Define elements of the architecture 

2) Asign position to elements 

3) Behavior analysis of the elements 

B. System Architecture 

The architecture system design was defined based on the 
system requirements. The system elements were identified with 
the system requirements following the steps proposed; after that, 
the elements were placed in the component diagram (Fig. 7), 
where the relationship between the elements, as well as their 
position in the system is shown. 

 

Fig. 7. System architecture. 

 Then, P-Diagram was used to analyze the behavior of the 

system elements. With this diagram, the architecture developer 

can establish the ideal behaviors of the system: 

1) Levels of requirements (e.g., performance) 

2) Inputs 

3) Ideal outputs and error outputs 

  

 "Fig. 8" is an example P-diagram of the LED element used 

in the system. The diagram shows the desired characteristics of 

the element according to the system requirements. 

 

Fig. 8. LED Diagram. 

C. Software Architecture 

The software architecture design was based on the 
AUTOSAR architecture model [17], which is used in the 
automotive industry as a software development standard. 
According to AUTOSAR structure, the proposed architecture 

established limitations between the layers, which are shown in 
"Fig. 9" [17]. 

 

Fig. 9. Layer limitation matrix. 

The software architecture developed is shown in "Fig. 10" 
according to the AUTOSAR layers [17]. 

 

Fig. 10. Software architecture. 

VI. DESIGN AND IMPLEMENTATION 

According to the life cycle in "Fig. 4", the next stage is 
design and implementation. In this step, two products must be 
created: Software design specification and software 
implementation.  

A. CAN 

This is a multi-master communication protocol, e.g., a 
device can send or receive messages from all devices in the 
network [18]; if more than one device sends a message at the 
same time, the highest priority message is determined by the 
message ID; if the message ID is closer to 0x0h, the message is 
of lower priority.  

A CAN message sends no more than eight bytes of data. 
When the device needs to send messages with more than eight 
bytes of data, the driver must be configured to send and receive 
multi-frame messages. Table V describes the first three bytes 
according to the type of message where the type is indicated in 
first byte of the message. The SN field keeps a rolling counter 
that starts at 0x21h and ends at 0x2F; if is necessary, rollover to 
0x20h. For the message type "FlowControl", the FS field 
indicates state of receiver drive and this field have tree states: 



continue to send, wait, and overflow. The block size of frames 
(Fig. 11) is saved in the BS field. Finally, STmin specifies the 
minimum time gap allowed between two messages. 

TABLE V.  FRAME FOR MULTI-FRAME CAN MESSAGES. 

Message type 

Bytes 

1 

2 3 Bits  
7-4 

Bits  
3-0 

SingleFrame 0 DataLength - - 

FirstFrame 1 DataLength - 

ConsecutiveFrame 2 SN - - 

FlowControl 3 FS BS STmin 

 
Fig. 11. Can multiple frame transmission. 

B. Unified Diagnostic Services (UDS) 

UDS is a protocol used in the automotive industry by 
diagnostic systems [19]; the protocol is used to communicate 
with the ECUs and control specific functions. This protocol 
requires a client to request services and a server who responds 
the client's request. 

Table VI shows the UDS protocol services used for this 
system, The id services and the description of each service are 
displayed in Table VI. 

TABLE VI.  SERVICES USED FROM UDS PROTOCOL. 

Function/ 
(id)Sub-function 

Id 
(hex) 

Description 

DiagnosticSessionControl 
(0x01) programmingSession 

0x10 Enable diagnostic sessions to 

activate a group of 

services/functionalities in ECU. 

ECUReset 
 (0x01) hardReset 

(0x02) softReset 

0x11 Service to request a system reset by 

client. 

ReadMemoryByAddress 0x23 Request memory data from the 

system by client. Requests need a 

specific address and size of 
memory. 

SecurityAccess 
(0x01) requestSeed 

(0x02) sendKey 

0x27 Permit or restrict access data and/or 

diagnostic services for security. 

RoutineControl 
(0x01) startRoutine 

(0x02) stopRoutine 

0x31 Execute a sequence of steps. 

RequestDownload 0x34 Start data transfer to system. 

TransferData 0x36 Transfer data from client to system.  

RequestTransferExit 0x37 Indicate finish transfer data. 

C. Secuency 

"Fig. 12" explains, with a sequency diagram, the bootloader 
access process when the system is powered or rebooted. In the 
first step, the boot loader checks whether the flag indicating 
startup boot is set; this flag must be set when the application 
program is executed. 

 
Fig. 12. Boot of the system. 

The client and server were defined according to UDS 
protocol. The CAN diagnostic (PC/CANalyzer) is used as the 
client and the ECU as the server, thus, When the server is 
running the application program, the client can send a message 
to interrupt the application and set the flag that tells the ECU to 
restart (Fig. 13) and run the bootloader (Fig. 12). 

 
Fig. 13. Activate boot-flag and start bootloader process. 

Table VII includes the specific instructions to flash the ECU, 
these instructions are executed in the bootloader program only. 
If the instructions are executed in the application program, the 
ECU shall response with a negative response according with 
codes by UDS. The software needs a mechanism to security 
protection, this mechanism must prevent unauthorized writing 
and reading of the flash memory. The following steps are the 
instructions for flashing ECU [20]: 

                  

                       

   

                          

                   

  

                     
   

                            

 

 

                          

                  
     

               

          

 

                    

 

              

      

   

      



1) The client request to ECU enter in programming 

session  

2) Client request a seed for get key, it shall match the 

server key.  

3) Client sends key generate to server. On server, it 

must generate same key received by client and check 

match.  

4) Optional: When the client needs to save a copy of 

the application memory, the client can request the server 

to read  flash memory. 

5) The server clears the application's memory region 

at the client's request 

6) The client sends the request to download the new 

application to the server's application memory. 

7) Sends the application program through multiple 

CAN messages. The messages shall be send as displayed 

on "Fig. 11." 

8) Server receives the last message with exit 

indication. This instruction ends transmision and saves 

application in  the allocated memory region 

9) Check that the CRC application program is valid 

and start the application. 

TABLE VII.  SERVICES SEQUENCE TO FLASHING ECU. 

No Instruction Request (hex) 
Client 

Response 
Server 

1 Program mode 10 02 50 02 

2 Request seed for unlock 

ECU 

27 01 67 01 XX… 

3 Send key generate 27 02 XX… 67 02 

4 Read memory program 23 XXXXXX… 63 XXXXXX… 

5 Clear memory 31 01 FF 00 71 00 

6 Request download new 

firmware 

34 XXXXXX… 74 XX 

7 Transfer new firmware 36 XXXXXX… 76 XX XX… 

8 Exit transfer data 37 77 

9 CRC 31 01 FF 01 71 01 XXXX 

VII. TEST PLAN 

This is the last stage in life cycle shown in "Fig. 4". In this 
stage, the software and the system were tested with test cases 
designed from the requirements. 

A. Software Test Plan 

According to ISO 26262 and Automotive SPICE, in a 
software test plan 2 types of tests can be designed and executed: 
software unit verification, and software integration verification 
[9], [12]. Software unit verification provides test cases for each 
software unit compliant with the software design and software 
requirements. Software integration verification integrates the 
software units and implements test cases for the verification of 
the interaction and behavior of the software, according to the 
software architecture and requirements. 

In this software testing plan, only software integration tests 
were implemented, and scenarios were designed to meet the 
requirements and the software architecture. Some of the 
proposed cases are shown in Table VIII with their respective 
result. 

TABLE VIII.  SOFTWARE TEST CASE FROM SOFTWARE TEST PLAN. 

Test description Result 

Multiple messages must be sent over the CAN bus with a time 
difference of more than 500 microseconds. 

Pass 

Multiple messages must be received over the CAN bus with 

a time difference of more than 500 milliseconds. 

Pass 

The ECU shall be reset with a CAN message. Pass 

The pins shall be set in the following sequence: PA05, PC09, 

PD25, and PD21. 

Pass 

B. System Test Plan 

ISO 26262 and Automotive SPICE mention that for a system 
to function adequately, it must be tested by integrating hardware 
and software, a stage known as system integration test. These 
test cases should be adapted to the architecture and system 
requirements. 

Table IX shows the result of some example test cases for 
system integration. These scenarios were tested in the prototype 
environment where a SAMv71 development board was used [2]. 

TABLE IX. EXAMPLE OF SYSTEM TESTS CASES FROM SYSTEM TEST PLAN. 

Test description Result 

When the button is pressed, the current pin shall be turned off 

and the next pin shall be turned on according to the following 
sequence: PA05, PC09, PD25, and PD21. 

Pass 

When an erroneous key is sent, the system shall not allow 

access to the bootloader and shall continue to the program 
application. 

Pass 

The system shall be able to reprogram the system 5 times 

continuously with different firmware. 

Pass 

The client must read the system program memory, store the 
binary, and reprogram the bootloader with the saved binary. 

Pass 

VIII. CONCLUSIONS 

This paper describes the development of a safe and secure 
bootloader via CAN bus. The development of the software 
conformed to automotive standards, the stages of requirements, 
architecture, design and implementation, and testing were 
developed. The testing stage ensured that the prototype 
complied with the established requirements, thus demonstrating 
that the software is safe and secure. In continuation, the system 
could be implemented in an automotive system to validate the 
functionality of the bootloader firmware with any ECU. 
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