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Abstract— Commercial off-the-shelf (COTS) I/O boards 
offer a convenient solution for embedded applications; 
however, they often incorporate unnecessary features, increase 
hardware dependencies, and complicate software integration. 
To address these limitations, this paper presents the design and 
implementation of the OCELOT I/O board, a custom 
embedded platform developed to replace the commercial 
Numato I/O board currently used in the RC-200 and RC-300 
cash management systems. The proposed solution combines 
dedicated hardware with a layered RTOS-based firmware 
architecture. The firmware adopts an event-driven 
architecture that decouples communication, command 
processing, and hardware control, providing a modular and 
scalable software design. It implements a communication and 
control framework comprising a JSON-RPC host interface, 
dedicated drivers for digital inputs, digital outputs, and RGB 
LED control, together with a USB UF2 bootloader that enables 
firmware updates through a standard USB Mass Storage Class 
(MSC) interface. Functional validation verified the correct 
operation of the communication subsystem, peripheral drivers, 
and firmware update mechanism. The proposed platform 
demonstrates that a purpose-built embedded solution can 
successfully replace the previous commercial hardware while 
simplifying software integration and supporting future 
firmware expansion. 

Keywords— Embedded systems, Industrial I/O, Event-driven 
architecture, JSON-RPC, USB bootloader. 

 

I. INTRODUCTION 

 Venteks is a company focused on the development of 
banking, point-of-sale (POS), and cash-handling solutions. 
Its Vsafe product line comprises several systems designed to 
automate payment processing, cash deposit operations, and 
cash recycling while enhancing security and operational 
efficiency in business environments [1]. Among these 
products are the RC-200 and RC-300, two high-volume cash 
management systems. These systems employ a PC-based 
controller that communicates with several embedded devices, 
including an I/O board responsible for monitoring sensors, 
controlling vault locks, and managing status indicators [2]. 

 The current RC-200 and RC-300 systems employ the 
Numato I/O board, a commercial off-the-shelf solution that 
provides digital I/O and analog input functionality through 
USB serial communication and a command-based software 
interface [3]. However, this solution introduces challenges 
related to hardware availability, increased procurement costs, 

functionality not required by the target application, and 
communication interfaces that complicate software 
integration. To address these limitations, the OCELOT I/O 
board was developed as a dedicated embedded platform 
tailored to the requirements of the RC-200 and RC-300 
systems. The proposed platform replaces the previous 
commercial solution with an application-specific hardware 
and firmware architecture designed to simplify software 
integration, reduce hardware dependency, and support future 
system evolution. This paper describes the design, 
implementation, and evaluation of the proposed platform. 

 The remainder of this paper is organized as follows: 
Section II describes the OCELOT hardware platform and 
firmware architecture. Section III presents the 
implementation results and future work. Finally, Section IV 
concludes the paper. 

 

II. SYSTEM ARCHITECTURE 

This section presents the system architecture of the 
OCELOT I/O board. It provides an overview of the hardware 
platform and its main interfaces, followed by the layered 
firmware architecture supporting host communication, event 
handling, and hardware control. The console, event handler, 
and driver layers are then described, highlighting their roles 
and interactions within the overall system. 

 

A. OCELOT Hardware Platform 

The OCELOT custom hardware was designed to meet 
the requirements of the RC-200 and RC-300 systems. The 
board´s main features include eight digital inputs with low-
pass filtering, six relay-driven digital outputs, and a USB 
Type-B interface for communication with the host 
controller. These features provide functional equivalence to 
the previously used Numato I/O board. 

In addition, OCELOT incorporates several auxiliary 
features, including a configurable LED output interface 
supporting SPI and PWM based devices, onboard EEPROM 
memory for non-volatile data storage, dedicated reset and 
boot buttons, status indication LEDs, expansion interfaces 
for I2C and RS-232 peripherals, and an SWD connector for 
firmware debugging and development [4]. “Fig. 1” presents 
an overview of the OCELOT hardware platform. 
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Fig 1. OCELOT hardware platform. 

The OCELOT hardware platform is based on the 
STM32F411CCU6 microcontroller, which features an ARM 
Cortex-M4 core and provides the processing resources 
required for communication, I/O management, and real-time 
control. The device is supported by the STM32Cube 
development ecosystem, including hardware abstraction 
layer (HAL) drivers, middleware components, and 
compatibility with multiple real-time operating systems 
(RTOS) [5].  

B. Firmware Architecture 

The system firmware is developed in C using the 
STM32Cube development environment and HAL drivers. 
To support multitasking, real-time processing, and future 
scalability, the firmware integrates a real-time operating 
system (RTOS). The implementation is based on the 
FreeRTOS kernel due to its open-source nature, broad 
community support, simplicity, and compatibility with the 
STM32Cube ecosystem [6].  

The firmware architecture is organized into five 
interconnected layers with clearly defined responsibilities: 
console, event handler, drivers, microcontroller peripherals, 
and hardware. The console layer provides the 
communication interface between the host system and the 
firmware. The event handler layer coordinates event 
processing and command routing. The driver layer 
implements the system functionalities and serves as an 
abstraction layer between the application logic and the 
underlying microcontroller peripherals and hardware 
platform. 

Overall, the firmware follows an event-driven 
architecture in which host requests are translated into events 
that propagate through the software layers until the 
corresponding hardware action is executed. This layered 
approach provides a clear separation of responsibilities, 
centralizes event processing, and simplifies the integration 
of new functionalities [7]. “Fig. 2” and “Fig. 3” present an 
overview of the firmware architecture and the event flow 
among its layers. 

 
Fig 2. Firmware architecture. 

 

 
Fig 3. Firmware event flow. 

C. Console Layer 

The console layer manages the USB communication 
interface and serves as the entry point for host requests. Its 
main responsibilities include receiving incoming messages 
from the host, validating and parsing them according to the 
JSON-RPC request format, translating valid requests into 
internal processing events, and transmitting the 
corresponding responses back to the host system. 

OCELOT implements its host communication interface 
over USB using the Communication Device Class (CDC), 
allowing the board to operate as a standard virtual serial port 
without requiring proprietary host-side drivers [8]. At the 
application layer, all requests and responses follow the 
JSON-RPC 2.0 format. Remote Procedure Call (RPC) is a 
communication model in which a host invokes a procedure 
on a remote system by sending the procedure identifier along 
with its arguments and receives the corresponding execution 
result in return [9]. JSON-RPC adopts this request–response 
model using JSON objects as the data exchange format, 
providing a lightweight and standardized interface between 
the host tool and the embedded firmware [10]. Each request 
contains the protocol version, a method name, associated 
parameters, and a request identifier, whereas each response 



   

 

   

 

contains the protocol version, either a result or an error 
object, and the corresponding identifier. The supported 
OCELOT methods are grouped according to their associated 
functional domain, including digital inputs, digital outputs, 
LED control, and system-related operations, as summarized 
in Table I. The general JSON-RPC format and an example 
OCELOT request are illustrated in “Fig. 4” and “Fig. 5”, 
respectively. 

Table I. OCELOT JSON-RPC requests. 

 

 

 
Fig 4. JSON-RPC general format. 

 
Fig 5. OCELOT JSON-RPC format example. 

The USB CDC stack provided by the STM32Cube 
environment is used to manage low-level USB 
communication through configuration structures, 
transmission functions, and a reception callback [11]. 
Whenever a raw message is received from the host, the 
reception callback stores the data in an input buffer and 
notifies the console task. The console task then processes the 
message in two validation stages. First, a general parser 
verifies that the received message conforms to the JSON-
RPC request structure, checking the presence and syntax of 
the required fields (jsonrpc, method, params, and id) as well 
as whether the requested method is supported by the 
firmware. If the request is valid, it is forwarded to a method-
specific parser, which validates the contents of the params 
object according to the selected command. This second stage 
verifies parameter syntax, expected data types, and valid 
value ranges. 

Once the request has been successfully validated, the 
console task translates it into an internal event structure 
containing the event type and its associated parameters. This 
event is then posted to the event handler queue, allowing the 
corresponding driver action to be dispatched by the event 
handler and executed by the appropriate driver module. If an 
invalid request format, unsupported method, or incorrect 
parameter set is detected at any stage of the parsing process, 
the console layer generates an error response and returns it 
to the host. After the requested operation is processed by the 
event handler and the corresponding driver module, the 
resulting status or output data are routed back to the console 
layer, which formats and transmits the final JSON-RPC 
response. An overview of this processing flow is shown in 
“Fig. 6”. 



   

 

   

 

 
Fig 6. Console layer flow. 

D. Event Handler Layer 

The event handler layer acts as the central event-dispatch 
module of the firmware architecture. Its primary function is 
to receive the internal events generated by the console layer, 
map each event to its corresponding system operation, and 
invoke the appropriate driver module to execute the 
requested action. In this way, the event handler decouples 
the communication interface from the application drivers 
and centralizes the execution flow of host requests within the 
firmware. 

As described in the console layer section, each valid 
JSON-RPC request is translated into a dedicated internal 

event and published to the event handler queue. This queue 
operates in a first-in, first-out (FIFO) manner, preserving the 
order in which host requests are accepted by the console 
layer. The event handler is implemented as a dedicated 
RTOS task that continuously monitors the queue using a 
blocking receive operation with a configurable timeout [7]. 
If no event is available within this period, the task executes 
a short delay and resumes queue monitoring. When an event 
is detected, the task decodes its type and extracts the 
associated parameters that were previously validated by the 
console layer. 

Based on the event type, the event handler routes the 
request to the corresponding driver module, such as the 
digital input, digital output, LED control, or system 
management driver. The selected driver then executes the 
requested operation using the parameters contained in the 
event structure and returns the corresponding status or output 
data. The event handler collects this execution result and 
forwards it to the console layer, which is responsible for 
building and transmitting the final JSON-RPC response to 
the host. After processing the event, the event handler 
resumes monitoring the queue and continues with the next 
available event. This event-driven dispatch mechanism 
provides a centralized control point for command execution, 
preserves modular separation between communication and 
application logic, and simplifies the integration of new 
firmware functionalities. An overview of the event handler 
task flow is shown in “Fig. 7”. 

 
Fig 7. Event handler layer flow. 



   

 

   

 

E. Low Level Drivers Layer 

The following section describes the system drivers, 
focusing on their role in executing instructions dispatched by 
the event handler and their interaction with the 
microcontroller peripherals and the underlying hardware 
platform. 

1) Digital Inputs 

The digital input driver provides access to the eight 
onboard pull-up digital input pins and serves as the 
abstraction layer between the application and the hardware 
input interface. It supports both single-pin and multi-pin read 
operations, as well as a configurable software debounce 
mechanism. These features enable reliable monitoring of 
sensors and switches while filtering transient signal 
fluctuations caused by contact bounce or electrical noise. 

The driver is implemented as a dedicated RTOS task that 
periodically samples all digital inputs using STM32 HAL 
GPIO APIs. The sampling period is defined by the 
configured debounce interval. During the first execution, the 
sampled values are stored as the initial reference state for 
each input. In subsequent iterations, each newly acquired 
sample is compared against its corresponding reference state 
and is updated only when a mismatch is detected; otherwise, 
it remains unchanged. As a result, only debounced and stable 
input states are exposed to the upper software layers. “Fig. 
8” illustrates the execution flow of the digital input driver 
task. 

 
Fig 8. Digital input task flow. 

The driver supports requests for reading either individual 
inputs or multiple inputs simultaneously, both of which 
return the current debounced input states. In addition, the 
driver provides a method for configuring the debounce 
interval. Increasing this interval improves immunity to noise 
and switch bouncing at the expense of response time, 
whereas shorter intervals provide faster detection of input 
transitions. When the debounce interval is configured to 
zero, the periodic polling task is suspended and input 
requests access the GPIO pins directly, bypassing the 
software debounce mechanism. This optimization eliminates 
the overhead associated with periodic sampling when input 
filtering is not required. 

2) Digital Outputs 

The digital output driver provides control of the six 
onboard relay-driven digital output channels and serves as 
the abstraction layer between the application and the 
hardware output interface. These outputs allow the board to 
control external actuators, including solenoids, relays, gates, 
and other open-drain compatible devices. The driver 
supports individual and multi-output write operations, 
output state monitoring, and configurable toggle operations, 
providing a flexible interface for digital output control. 

The driver is implemented as a dedicated RTOS task that 
executes periodically or whenever a new output request is 
received from the event handler layer. During each 
execution, the task sequentially processes all digital outputs 
and checks whether a pending operation has been scheduled 
for each channel. Depending on the requested action (set, 
clear, or toggle), the driver invokes the corresponding 
STM32 HAL GPIO API to update the output state. Once the 
operation has been completed, the processed request is 
cleared and the resulting output state is stored for subsequent 
read operations. Toggle requests are managed using a 
software timing mechanism based on the RTOS system tick. 
For each active toggle operation, the driver monitors the 
elapsed time and updates the output state whenever the 
configured toggle period expires. If the operation 
corresponds to a time-limited toggle, the driver also tracks 
its total duration and automatically returns the output to its 
inactive state once the programmed interval has elapsed. 
After processing all output channels, the task blocks while 
waiting for either a notification generated by a new output 
request or the expiration of its periodic timeout. This event-
driven scheduling mechanism minimizes CPU utilization 
during idle periods while still providing low-latency 
processing of new output requests. The complete driver task 
flow is illustrated in “Fig. 9”. 



   

 

   

 

Fig 9. Digital output task flow. 

The driver supports requests for writing the state of 
individual outputs or multiple outputs simultaneously. It also 
provides continuous and time-limited toggle operations for 
one or more output channels, as well as requests for reading 
the current output states. Since output requests are processed 
asynchronously by the driver task, the application remains 
decoupled from the low-level GPIO control while 
maintaining deterministic and centralized management of all 
digital output operations. 

3) RGB Control 

The RGB LED driver provides control of addressable 
APA102 LED strips and serves as the abstraction layer 
between the application and the underlying LED hardware. 
The APA102 is an addressable RGB LED with an integrated 
controller that communicates through independent clock and 
data lines, enabling high-speed communication and efficient 
implementation using standard SPI peripherals [12]. Rather 
than controlling individual LEDs directly, the driver 
organizes the strip into configurable segments, where each 
segment is identified by a unique identifier, an initial LED 

index, and the number of LEDs it contains. This 
segmentation allows multiple independent lighting regions 
to coexist on the same LED strip. Once a segment has been 
defined, different colors and animation patterns can be 
applied to it without modifying its physical boundaries. By 
separating segment definition from animation control, the 
driver allows the same LED layout to be reused across 
multiple visual effects through a simple host interface. This 
functionality enables the firmware to present customizable 
visual indications, including system status, user feedback, 
and operating conditions. 

The driver is organized into three software layers, each 
responsible for a specific aspect of LED control. The 
addressable LEDs layer exposes a high-level API that 
provides animation-specific functions to the event handler 
layer, including static color, blinking, breathing, fill, and 
back-and-forth effects. These requests are forwarded to the 
APA102 segments layer, which constitutes the core of the 
driver. This layer validates segment configurations, 
maintains the state of all registered segments, manages 
animation and timing parameters, and generates the 
corresponding LED update commands. Whenever a segment 
configuration is modified or animation requires a visual 
update, the APA102 segments layer builds a command 
containing the required LED data and places it into the 
APA102 task queue. Dynamic animation patterns 
additionally generate periodic updates to maintain 
continuous visual effects. The APA102 layer is implemented 
as a dedicated RTOS task responsible for communicating 
with the LED strip. The task remains blocked while waiting 
for commands from the APA102 queue. Upon receiving a 
new command, it generates the complete SPI data frame 
corresponding to the current state of all configured LED 
segments and transmits it using the STM32 HAL SPI driver 
with DMA support. Once the DMA transfer is completed, 
the task updates the driver status, handles possible 
communication errors, refreshes the timing information for 
active animations, and returns to the waiting state. This 
queue-based architecture decouples animation processing 
from the hardware communication layer while allowing 
efficient and non-blocking SPI transfers with minimal CPU 
utilization. An overview of the complete driver processing 
flow is illustrated in “Fig. 10”. 



   

 

   

 

 
Fig 10. LED driver flow. 

The driver supports requests for configuring one or 
multiple LED segments, obtaining the current segment 
configuration, assigning animation patterns to one or 
multiple segments, retrieving the active animation status, 
and obtaining the overall driver status. Animation requests 
are accepted only for previously configured segments, 
ensuring that all visual effects operate on valid LED regions. 
By separating segment configuration from animation 
control, the driver provides a scalable and flexible interface 
that simplifies the implementation of complex lighting 
effects while remaining independent of the physical LED 
layout. 

F. Firmware Update Mechanism 

The firmware incorporates an independent USB 
bootloader that enables in-field firmware updates without 
requiring external programming tools. Unlike the 
application firmware, which implements the JSON-RPC 
communication interface and peripheral drivers, the 
bootloader executes as a standalone operating mode 
dedicated exclusively to firmware programming. The update 
mechanism is based on the USB Flashing Format (UF2), a 
block-based firmware format specifically designed for USB 
MSC bootloaders. UF2 encapsulates firmware data into self-
contained blocks that include addressing and validation 
information, allowing each block to be independently 
validated and programmed [13]. This format was selected 
because it provides a robust update mechanism by exposing 
the device as a standard USB MSC volume, eliminating the 
need for vendor-specific flashing utilities or dedicated 
programming software. As a result, new firmware images 
can be deployed by simply copying a UF2 file to the exposed 
USB drive, providing a straightforward and operating-
system-independent update procedure. 

To support this mechanism, the internal flash memory is 
partitioned into three independent regions, as illustrated in 
Table II and “Fig. 11”. The first 32 kB are reserved for the 
bootloader, ensuring that the update mechanism remains 
protected from application modifications. The following 16 
kB sector stores shared information exchanged between the 
bootloader and the application, including boot request flags 
and update status variables. The remaining 208 kB are 
allocated to the main application firmware. This memory 
organization guarantees that the bootloader remains 
operational even if an application update is interrupted or 
corrupted, while also providing a synchronization 
mechanism between both execution modes. 

Table II. STM32F11CCU6 Flash memory sectors. 

 

 

 
Fig 11. Flash memory partition. 



   

 

   

 

During every system reset, execution begins in the 
bootloader, which first evaluates the shared boot request flag 
stored in the shared flash sector. By default, this flag remains 
cleared, causing the bootloader to immediately transfer 
execution to the application firmware. When the application 
receives the enterBootloader command through the JSON-
RPC interface, the request is processed by the console and 
event handler layers, as illustrated in “Fig. 12”. The 
corresponding event handler routine sets the shared boot 
request flag and performs a software reset. During the 
subsequent startup, the bootloader detects the active flag and 
enters firmware update mode instead of launching the 
application. 

 
Fig 12. Bootloader mode request flow. 

Once bootloader mode has been entered, the USB MSC 
stack and the GhostFAT UF2 filesystem are initialized, 
exposing a removable storage device named “OCELOT_IO” 
to the host computer. The bootloader then waits for incoming 
UF2 blocks, as summarized in “Fig. 13”. Each received 
block is first validated by checking its UF2 header, family 
identifier, and target flash address. If the validation succeeds 
and the target address belongs to the application region, the 
corresponding flash sector is erased when necessary and the 
payload is programmed. Otherwise, the block is discarded 
without affecting the existing firmware. This validation 
process prevents accidental modification of the bootloader 
region and guarantees that only application memory is 
updated. After the last UF2 block has been successfully 
programmed, the bootloader marks the update as complete, 
clears the shared boot request flag, deinitializes the USB 
services, and transfers execution to the newly programmed 
application. To avoid remaining indefinitely in update mode, 
the bootloader also implements a one-minute inactivity 
timeout. If no valid UF2 blocks are received within this 
interval, the boot request flag is automatically cleared and 
control is transferred to the existing application firmware. 
This recovery mechanism guarantees that the device always 
returns to operational mode even when a firmware update is 
aborted before completion. 



   

 

   

 

 
Fig 13. Bootloader UF2 update flow. 

III. RESULTS 

The OCELOT I/O board was functionally validated by 
testing its communication interface, peripheral drivers, and 
firmware update mechanism. The evaluation confirmed the 
correct operation of the proposed firmware architecture. 

The USB CDC communication interface correctly 
processed all supported JSON-RPC commands. Valid 
requests were parsed, dispatched by the event handler, and 
executed by the corresponding driver modules, while invalid 
requests generated the appropriate error responses. 
Representative communication examples are shown in “Fig. 
14”. 

Fig 14. USB communication. 

The digital input, digital output, and RGB LED drivers 
operated as expected during functional testing. The input 
driver correctly performed single- and multi-pin read 
operations with configurable software debounce. The output 
driver executed set, clear, and toggle operations, while the 
RGB LED driver correctly managed segment configuration 
and concurrent animation patterns on APA102 LED strips. 
Representative driver operations are illustrated in “Fig. 15” 
and “Fig. 16”.  

Fig 15. Drivers JSON RPC requests. 

  
Fig 16. OCELOT with LED pattern. 

The firmware update mechanism correctly entered 
bootloader mode upon receiving the dedicated JSON-RPC 
command, exposed the USB Mass Storage device, 
programmed the UF2 firmware image, and automatically 
launched the updated application. The implemented timeout 
mechanism also restored normal application execution when 
no firmware update was initiated. The firmware update 
process is presented in “Fig. 17”. 



   

 

   

 

Fig 17. UF2 firmware update. 

IV. CONCLUSION 

This paper presented the design and implementation of 
the OCELOT I/O board, a dedicated replacement for the 
commercial I/O solution previously used in the RC-200 and 
RC-300 cash management systems. The proposed platform 
integrates a layered RTOS-based firmware architecture 
comprising a JSON-RPC communication subsystem, 
dedicated peripheral drivers, and a USB UF2 bootloader for 
simplified firmware updates. Functional validation 
confirmed the correct operation of the communication 
subsystem, peripheral drivers, and firmware update 
mechanism. By replacing the previous commercial solution 
with a purpose-built platform, OCELOT reduces hardware 
dependency, simplifies software integration, and provides a 
scalable and maintainable embedded platform for future 
development of the RC-200 and RC-300 systems. 
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