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Abstract — IoT devices require the incorporation of low-level 

software components during complex integration processes within 

multithreaded environments. The aim of this work is to design a 

thread-safe library to consume web services by establishing secure 

connections to multiple servers. The thread-safe library integrates 

embedded software components such as LwIP and Mbed TLS, and 

exposes an Application Programming Interface (API) to establish 

multiple connections to the Particle IoT cloud via REST API web 

service calls. The embedded application is developed on the NXP 

RW612 microcontroller and includes a graphical user interface 

(GUI) to facilitate interaction with the end user. Thread-safe 

library demonstrated that the unification of low-level components 

is viable and provided a solution to reduce the complex integration 

processes in resource-constrained environments. This work serves 

as a reference for future studies to analyze other cryptographic 

libraries, such as wolfSSL and BearSSL, and their compatibility 

in multithreaded environments, including specific hardware 

resources like hardware cryptographic accelerators. 
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I. INTRODUCTION 

The accelerated growth in the number of IoT devices in 
recent years has highlighted the significance of secure 
communication channels to maintain trust, protect privacy, and 
ensure the secure operation of IoT devices [1]. Hypertext 
Transfer Protocol Secure (HTTPS) is an encrypted 
communication protocol that combines the Hypertext Transfer 
Protocol (HTTP) with Transport Layer Security (TLS) by first 
establishing a secure connection and transferring encrypted data 
to ensure confidentiality, integrity and authentication between 
the server and client. In fact, there is an open-source 
implementation of the TLS protocol called Mbed TLS [2]. 
Furthermore, HTTP is generally used by Representational State 
Transfer Application Programming Interface (REST API), 
which exposes multiple resources and each resource is 
represented as a unique Uniform Resource Location (URL) with 
different HTTP methods [3]. 

Mbed TLS is a cryptographic library optimized for 
embedded systems with limited hardware resources. This library 
provides efficient functions to execute several processes such as 
handshake TLS, handling of X.509 digital certificates and 
encryption/decryption of data transmitted between the client and 
server. Mbed TLS also supports threaded environments, making 
it an excellent choice for implementing multitasking systems 
with Real-Time Operating Systems (RTOS). RTOS enables 
efficient multitasking in embedded systems, therefore thread 

safety is essential when designing libraries that may be accessed 
simultaneously by multiple threads. 

To establish multiple secure connections, Mbed TLS 
provides TLS-based encryption. The embedded systems that 
require a secure connection to access resources from remote 
servers must integrate multiple low-level components such as 
stack TCP/IP, TLS-based encryption and RTOS. As a result, 
developers may encounter considerable complexity during the 
integration process. Therefore, an intermediate layer that unifies 
the interaction between the system’s low-level components is 
required. 

This paper presents the design of a thread-safe library as an 
alternative solution to build HTTPS requests and consume web 
services from a REST API by establishing secure connections to 
multiple servers. 

The remainder of the paper is organized as follows: Section 
II presents an overview of secure communication protocols and 
related libraries used in this work. Section III describes the 
methodology used to design the developed thread-safe library. 
Section IV explains the implementation in an embedded 
application. Section V analyzes the results of the 
implementation. Finally, Section VI concludes this paper and 
discusses future improvements in the thread-safe library. 

II. BACKGROUND 

This implementation incorporates specific embedded 
software components that align with the demands of resource-
constrained systems. The thread-safe library requires secure web 
service consumption, therefore the essential technologies 
involved in secure communication for embedded systems 
include the use of HTTP as a communication protocol between 
clients and servers and the fundamental function of TLS in 
encrypted channels. The embedded software components, such 
as Lightweight TCP/IP (LwIP) [4] and Mbed TLS set the stage 
for secure communication in embedded applications. In the 
context of IoT, these elements play a critical role in enabling 
embedded systems to operate within IoT environments. 

A. Internet of Things (IoT) 

IoT devices are composed of hardware and software  
components that facilitate internet connectivity. These devices, 
often implemented as embedded systems, are designed to 
transmit and receive information from cloud services. To date, 
IoT has significantly increased the number of connected devices 
with approximately 19.8 billion worldwide [5]. 



B. Hypertext Transfer Protocol Secure (HTTPS) 

HTTP application-layer protocol is a fundamental option to 
integrate within the thread-safe library, due to its role in 
providing the foundation to establish communication between 
two applications; this characteristic allows access, sending, and 
receiving of information through methods such as GET, POST, 
PUT, and DELETE, which is fundamental for consuming web 
services. Additionally, HTTP defines status codes that indicate 
the results of the operation and facilitate error handling.   

Subsequently, HTTPS is an enhancement of HTTP that 
enables a secure communication channel over TLS connection. 
HTTPS provides confidentiality and authenticity, which 
guarantees the integrity of data transmitted over the network [6]. 

C. Transport Layer Security (TLS) 

The use of the TLS protocol is a key element within the 
thread-safe library, as establishing secure connections in IoT 
environments is critical for protection of information integrity. 
By TLS protocol integration, the thread-safe library ensures that 
web services can be consumed through an encrypted channel.  

Furthermore, TLS involves two main layers: 1) TLS Record 
Protocol provides confidentiality and reliable connection 
security and 2) TLS Handshake Protocol enables authentication 
between the client and server [7]. The Handshake Protocol 
ensures three key properties:  

• Peer identity authentication using asymmetric or public 
key cryptography.  

• Secure negotiation of a shared secret.  

• Reliable negotiation process. 

D. Embedded Software Components 

The embedded software components described below 
provide the essentials resources to ensure that an embedded 
application can operate reliably within an IoT ecosystem. 
Designed specifically for use in resource-constrained systems, 
they represent an excellent option for integration within the 
thread-safe library.  

• LwIP: Lightweight TCP/IP is a compact and efficient 
implementation of the TCP/IP protocols, specifically 
developed to enable IP networking capabilities in 
embedded systems. This implementation is essential to 
provide network-level communication to resource-
constrained systems. 

• Mbed TLS: Mbed TLS provides TLS capabilities for 
embedded systems, ensuring a secure communication 
channel with the portable implementations of secure 
communication protocols. This embedded software 
component offers compatibility with hardware 
cryptographic accelerators. 

III. THREAD-SAFE LIBRARY DESIGN 

A. Thread-Safe Mechanism 

A critical aspect for developing reliable and efficient 
embedded systems is thread safety. This concept provides 
thread-safe access capability to execute multiple threads that can 
access shared code. Thread safety includes synchronization and 

protection mechanisms; among the most common mechanisms 
are mutex, semaphores, read-write lock, messages queues and 
condition variables. 

B. Design Overview 

The proposed library is designed to provide a robust API to 
consume web services from multiple servers. This library 
involves specific versions of complex embedded software 
components such as Mbed TLS 2.28.8, LwIP 2.2.1 and 
FreeRTOS Kernel V11.0.1. 

As illustrated in “Fig. 1”, the block diagram represents the 
software stack including the elements mentioned previously. 
The library unifies these elements by providing functions to 
reduce integration complexity. Each element of the software 
stack plays an essential role in the design as described below: 

• Application Code: Uses the thread-safe library. 

• Mbed TLS: Provides an abstraction layer for secure 
communication. 

• LwIP: Supports an interface for network communication. 

• FreeRTOS: Enables capability for multitasking and 
thread safety. 

• Microcontroller: Supplies the processor core, memory 
and peripherals. 

 

Fig. 1. Block diagram of the software stack. 

The thread-safe library consists of three fundamental files, 
as described below: 

• Configuration file request_https_cfg.h: Defines macros 
and compilation directives to configure parameters and 
manage input validations within the implemented 
functions.  

• Header file request_https.h: Declares the public 
functions and data structures, serving as the interface 
between the thread-safe library and the embedded 
application. 

• Source file request_https.c: Contains the implementation 
of the declared functions and manages the internal 
operational logic. 

In the context of thread-safe mechanisms, it is relevant to 
define the types of variables that the thread-safe library manages 
internally and to determine whether additional thread-safe 
mechanisms are needed to protect shared resources or variables. 



The types of variables used in the C programming language are 
described below: 

• Local variables: These exist only during the execution 
of a function. Each function call generates a new and 
independent context; therefore, local variables ensure 
safe operation in multithreaded environments. 

• Global variables: These persist in memory until the 
program finishes and can be accessed by any function of 
the program. Proper protection mechanisms are required 
to ensure safe concurrent access. 

Considering the characteristics of local variables, “Fig. 2” 
illustrates their implementation within the thread-safe library. 
Consequently, proper validation of their integration in 
multithreaded environments is required. 

 

Fig. 2. Implementation of local variables within the thread-safe library. 

C. Integration with RTOS 

A significant advantage in the integration process is that 
Mbed TLS provides specific file configurations that allow 
compatibility with RTOS. For this integration, FreeRTOS 
Kernel V11.0.1 served as the real-time operating system. The 
configuration to enable Mbed TLS in threaded environments is 
detailed below. 

“Fig. 3” illustrates the macro required to enable the threading 
abstraction layer. This configuration must be applied in the 
mbedtls_config.h file. When a hardware cryptographic 
accelerator is available, the EdgeLock Secure Enclave (ELS) 
configuration is used, therefore the configuration must be 
applied on els_pck_mbedtls_config.h file. 

 

Fig. 3. Preprocessor directive MBEDTLS_THREADING_C. 

“Fig. 4” shows another configuration in the 
els_pck_mbedtls_config.h file to enable the implementation of 
alternative threading functions if required. 

 

Fig. 4. Preprocessor directive MBEDTLS_THREADING_ALT. 

These configurations are essential, as Mbed TLS does not 
provide a threading environment by default. To complete the 
setup, the mbedtls/threading.h file needs to be included in the 

thread-safe library and the mutex handling functions must be 
implemented, as illustrated in “Fig. 5”. 

 

Fig. 5. Implementation of mutex handling functions. 

The following configuration depends on hardware features; 
as a result, the MBEDTLS_SSL_MAX_CONTENT_LEN 
parameter is critical when hardware resources are limited. Each 
secure connection requires a specific amount of heap memory; 
therefore, this setting defines the maximum size of the 
input/output buffer, as illustrated in “Fig. 6”. 

 

Fig. 6. Definition of the macro MBEDTLS_SSL_MAX_CONTENT_LEN. 

IV. EMBEDDED APPLICATION USING THE THREAD-SAFE LIBRARY 

The embedded application is developed on a development 
board called FRDM-RW612 that integrates an NXP 
microcontroller RW612. This embedded application uses a 
thread-safe library designed to establish communication with the 
Particle IoT cloud REST API. The embedded application 
ecosystem is illustrated in “Fig. 7”.  

 

Fig. 7. Embedded application as part of an IoT ecosystem. 

A. Particle IoT 

Particle IoT provides a REST API that permits developers to 
interact with connected devices. This REST API can be tested 
using the tool called Postman. “Fig. 8” shows the Postman 
environment and an example of web service consumption. 

 

Fig. 8. Postman environment and web service usage. 



The steps required to enable IoT Particle devices are 
described below: 

1. Create a Particle account. 

2. Configure the device using a web browser by accessing 
setup.particle.io. 

3. Update firmware device. 

4. Integrate with cloud services and download the first 
program. 

The embedded application communicates with a Photon 2 
development module [8], which is an IoT Particle device that 
serves as an end device. The application uses the thread-safe 
library to consume web services from Particle IoT cloud to 
request information or execute actions on the Photon 2. 

Photon 2 provides Wi-Fi connectivity and integration with 
Particle cloud. To program a Particle device, access to Particle 
Web IDE is required, which allows the main functions such as 
write and edit code, compile firmware, flash firmware, library 
management and connect devices. “Fig. 9” shows a Particle Web 
IDE environment. 

 

Fig. 9. Particle Web IDE environment and code implemented in the IoT 

Particle device. 

B. Embedded application using FRDM-RW612 

FRDM-RW612 [9] integrates an MCU RW612 [10] that has 
a network interface communication Wi-Fi 6, hardware 
cryptographic accelerator and provides 1.2 MB on-chip SRAM. 
These characteristics are essential for IoT device requirements. 

The embedded application provides a Graphical User 
Interface (GUI) integrating a display touch 480x320 IPS TFT 
MCD Module that enables the interaction of the final users. GUI 
is designed using the GUI Guider software and is based on the 
open-source implementation Light and Versatile Graphics 
Library (LVGL), as illustrated in “Fig. 10”. 

 

Fig. 10. GUI Guider environment and GUI designed for the embedded 

application. 

The source code of the embedded application is developed 
in MCUXpresso IDE. This application uses FreeRTOS Kernel 
V11.0.1 to enable a threaded environment and create specific 
tasks to establish Wi-Fi connection, control the GUI and 
consume of multiple web services simultaneously. Each web 
service is handled by a dedicated task, which invokes the thread-
safe library to create a secure connection instance. “Fig. 11” 
illustrates a web service consuming data from Particle IoT cloud 
REST API, incorporating functions provided by the thread-safe 
library. 

 

Fig. 11. Web service consumption using functions of the thread-safe library. 

V. RESULTS 

The thread-safe library was developed to support multiple 
concurrent remote server connections in a multithreaded 
environment. The main objective was to ensure that the thread-
safe library correctly handles multiple secure connection 
instances with concurrent access. 

To validate the correct behavior of the thread-safe library, 
the SEGGER SystemView tool was employed. A test scenario 
was designed in which three independent tasks with the same 
priority level were created. Each task consumes a web service 
every 10 ms using the functions provided by the thread-safe 
library. As illustrated in “Fig. 12”, additional SystemView 
functions were used to ensure that the synchronization 
mechanisms operate as expected. In addition, a delay was 
implemented after each task acquires the mutex, intentionally 
causing the other tasks to compete for the same resource. 

 

Fig. 12. Integration of SystemView functions to mark user-defined events. 

“Fig. 13” illustrates the SEEGER SystemView environment, 
which visualizes the tasks executed within the RTOS. The trace 

PRINTF("Get Devices Process\r\n"); 
 

/* HTTP context initialization */ 
request_http_init(&conn_01.context); 

 
/* Build HTTP request */ 
request_add_request_line("GET /v1/devices HTTP/1.1\r\n", &conn_01.context.elements); 
request_add_header("Host: api.particle.io\r\n", &conn_01.context.elements); 
request_add_header("Authorization: Bearer d7955bdf\r\n", &conn_01.context.elements); 

 
/* Create HTTP request */ 
request_http_create(&conn_01.context.elements, &conn_01.context.request); 

 
/* Connection parameters configuration */ 
set_conn_info(&conn_01.info, SERVER_NAME, (int)SERVER_PORT, certificate); 

 
/* Call function to execute web service */ 
if (execute_web_service(&conn_01)) { 
    PRINTF("HTTP request could be executed correctly\r\n"); 
} 
else { 
    PRINTF("There is an error during executing process\r\n"); 
} 



confirms that tasks wait for the mutex to be released before 
taking control, demonstrating that the thread-safe library’s 
functions handle concurrent access correctly. 

 

Fig. 13. SEGGER SystemView environment and analysis of tasks and 

synchronization mechanisms. 

Additionally, tests confirmed that the thread-safe library 
correctly manages heap memory allocation. “Fig. 14” shows a 
code implemented to monitor and validate the heap memory 
consumption with three secure connections simultaneously. 
This test demonstrates heap memory usage of approximately 
68,688 bytes (67.0781 KB); the amount of heap memory 
configured on the MCU RW612 was 256 KB. 

 

Fig. 14. Web service consumption using functions of the thread-safe library. 

“Fig. 15” illustrates the embedded application operating 
successfully with the integrated thread-safe library. The GUI 
displays information retrieved from the Particle IoT cloud via 
REST API web service calls. 

 

Fig. 15. Embedded application consuming web services from Particle IoT 

cloud REST API. 

VI. CONCLUSION AND OUTLOOK 

Integrating the developed thread-safe library into the 
embedded application enabled the reliable execution of multiple 
secure connections. The results confirm that unifying essential 
embedded software components reduces integration complexity 
in multithreaded contexts without exceeding the available 
memory resources, supporting scalability for resource-
constrained systems. 

Future work should explore the use of alternative open-
source cryptographic libraries, including wolfSSL and BearSSL, 
to assess their performance and thread safety in multitasking 
scenarios compared to Mbed TLS. Additionally, examining 
their integration with hardware cryptographic accelerators could 
enhance processing efficiency. 
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