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Abstract— In automotive control systems, the analysis of CAN
messages is key to identify and correct errors. This paper presents
a CAN-Ethernet Gateway, which allows knowledge acquisition
from the analysis CAN systems. The FRDM-K64F board is
utilized as it supports both CAN and UDP communication
protocols. In addition, a CAN transceiver is used to establish the
connection with the Vector CAN interface. Therefore, all gateway
functionality is visualized in the computer. For testing, CANoe
with an ITESO license is used to enable the simulation of the CAN
system. The Gateway successfully captures CAN messages of
different sizes and facilitates their analysis in Wireshark by
displaying each data in a structured format, which enables
enhanced and efficient monitoring of automotive systems.
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I. INTRODUCTION

In automotive electronics, interconnected systems use the
serial communication protocol CAN (Controller Area Network)
to transmit packet messages with bitrates up to 1 Mbit/s. This
protocol offers numerous advantages, including high-speed
networking capabilities and cost-effective multiplex wiring
solutions. CAN transfers bits between interconnected systems,
and each connection is represented by a node. These bits
represent message data, facilitating communication though the
CAN bus [1]. In fact, analyzing these messages becomes crucial,
particularly in detecting potential system issues.

To acquire knowledge in CAN analysis and CAN message
data frames, CANoe is a development and software tool that is
used to create and simulate a wide range of messages according
to specific requirements. In this context, CANoe allows a better
understanding of the structure of CAN messages by generating
custom messages using CAPL (Communication Access
Programming Language).

In CAN bus networks, analyzing the data packets requires
the use of gateways, which play a vital role in connecting two
networks with different transmission protocols. However, these
devices often require the purchase of software licenses for
analysis, leading to increased costs. Open-source software is an
affordable option used for continuous code development and
improvement, eliminating the need to wait for software updates.
Furthermore, users have complete control over the source code,
providing absolute freedom to use the program for any purpose
and adapt it to specific requirements [2]-[4].
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Wireshark is an affordable option which excels in its ability
to analyze packet captures and capture speed compared to other
alternatives [5]. Therefore, the aim of this project is to
implement a CAN-Ethernet Gateway device utilizing Wireshark
as the preferred alternative for the analysis of CAN messages.

Il. SYSTEM DESIGN

The main gateway device in this setup is the NXP board
FRDM-K64F, which is equipped with a CAN transceiver. It
captures CAN messages from systems that utilize the CAN
protocol, such as the automotive system. Therefore, the Vector
CAN interface is used to simulate a CAN message from any
system. These CAN messages are then transmitted to the
Wireshark software for analysis over Ethernet using the UDP
(User Datagram Protocol). The gateway system design is
illustrated in “Fig. 1”.
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Fig. 1. Gateway system design.

A. FDRM-K64F board

The NXP Freedom K64 (FRDM-K64F) hardware is a
freedom development board created for rapid prototyping of
microcontroller-based applications. The FRDM-K64F board is
built on the ARM Cortex M4 core evaluating Kinetis K series
devices. This board also has a maximum operation frequency of
120 MHz, 1MB of flash, 256 KB RAM, a full speed USB
controller, Ethernet controller, secure digital host controller,
analog and digital peripherals due to the inclusion of the
MK64FN1MOVLL12 MCU [6].

The FRDM-K64F incorporates the FlexCAN module, which
implements version 2.0 B of the CAN protocol. This module
supports both standard and extended message frames. The board
also features an embedded RAM specifically dedicated to the
FlexCAN module, serving as storage for the message buffers

[7].



The Ethernet MAC on the FRDM-KG64F enables high-speed
communication within the range of 10 Mbps to 100 Mbps, in
accordance with the IEEE802.3-2002 standard. It also includes
a hardware acceleration block that optimizes the performance of
network controllers providing TCP/IP (Transmission Control
Protocol / Internet Protocol) and UDP (User Datagram Protocol)
protocols [7].

B. Transceiver CAN

To enable the reception of CAN messages, the FRDM-K64F
board requires an interface between a CAN protocol controller
and the physical bus. This interface is provided by the MCP2551
transceiver, which is specifically designed for this purpose. This
device enables differential transmission and reception
capabilities for the CAN protocol controller. The MCP2551
operates at speeds of up to 1 Mb/s and is compatible with the
ISO-11898 standard, including 24V requirements [8].

C. Vector CAN Interface

The interfaces serve as a bridge between Vector tools such
as CANoe and CANalyzer. These devices offer a wide range of
functionalities, including bus analysis, bus behavior simulation,
issue diagnosis, calibration, and flash programming [9].

The vector CAN interface VN1630A used in this work was
provided by the Instituto Tecnologico de Estudios Superiores de
Occidente (ITESO) laboratory. For this project the interface is
used exclusively for testing and simulating a CAN system and
not for analyzing CAN messages.

I1l. FIRMWARE DESIGN

The main program used to create the Firmware is the
MCUXpresso IDE by NXP, which is embedded on the FRDM-
K64F board. Additionally, Wireshark was modified with LUA
scripting to display the CAN message data in a clear format.
CANoe is also utilized, where the simulated CAN messages are
created using CAPL and the Vector CAN interface. The
structure of firmware is represented in “Fig. 2”.
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Fig. 2. Firmware structure.

A. MCUXpresso IDE

The MCUXpresso is the NXP IDE that provides advanced
editing, compiling, and debugging features. It also offers
Software Development Kit (SDK) examples that can be used in
projects to facilitate development.

In this paper, the FlexCAN and UDPecho FreeRTOS
examples were utilized to develop the firmware. To enable the
transmission of CAN messages over UDP in real-time, both
functionalities can be combined. The original FlexCAN
example simulated CAN messages in a loop, and these were
printed on the terminal. However, modifications of this original
example were performed to the firmware. Firstly, the simulated
CAN messages were sent over UDP in real-time using
FreeRTOS. Subsequently, the firmware was enhanced to
capture actual CAN messages and send them over UDP. The
firmware incorporates conditional compilation, which facilitates
user interaction by offering a choice between simulated option
or captured external messages.

B. Wireshark

Wireshark is a network sniffing tool with a user-friendly
graphical interface and high capabilities for capturing and
filtering network traffic. Also, Wireshark is freely available to
users and is versatile as it can scan types of networks, including
Ethernet, WI-FI, and even Bluetooth [5].

To improve visualization of captured information, LUA
embedded in Wireshark with C language programming is used
to modify the display according to specific needs. This
modification separates the data frame and displays it in different
parts of the message such as packet payload, CAN ID, packet
format, packet length, etc. This allows the user to easily
visualize the packet message and interpret the data effectively.

C. CANoe

CAPL enhances the functionality of the VVector CANoe tool,
serving as an event-controller programming language
specifically designed for simulating, testing and diagnostics. It
enables the creation of network node models within CANOoe,
thereby extending its capabilities and enabling advanced
functionalities for comprehensive testing and simulation
scenarios.

Different CAN messages were created in CAPL with
varying time periods. These messages are sent only once when
the key “a” is pressed, utilizing the Vector CAN interface. This
setup effectively simulates a CAN system, allowing for the
emulation of realistic communication scenarios.

IV. TESTING RESULTS

For testing, the computer is connected to the system on the
FRDM-K64F board using both USB and Ethernet, as well as the



Vector CAN interface to visualize the system’s functionality.
“Fig. 3” illustrates the test environment.

Fig. 3. Test enviroment.

When the key “a” is pressed, the CANoe software displays
CAN messages and provides an indication of any errors. In such
cases, it is necessary to examine the connections or check if the
FDRM-K64F board is running properly. CAN messages are
shown in “Fig. 4”.
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Fig. 4. Simulation of CAN messages.

To maintain better control during the test, the MCUXpresso
terminal prints the CAN message and indicates the data that will
be transmitted before sending it over UDP. “Fig 5” is an
example of a CAN message on the terminal.

Fig. 5. MCUXpresso terminal.

The last step involves using Wireshark, where the data of the
CAN message is displayed for its analysis, and it can be
visualized in “Fig. 6”. For easier analysis, a filter can be applied
by adding “CAN_SNIFF” to only display messages of that
specific protocol. Once filtered, the desired message can be
selected and deployed for further examination.
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Fig. 6. CAN message data.

V. CONCLUSION

The gateway device enhances the overall understanding of
the data and supports efficient troubleshooting and problem
solving in automotive systems. Also, the Gateway device offers
a cost-effective and easily manipulable solution. It not only
facilitates the acquisition of knowledge about the CAN protocol,
but it also enables the visualization of data in an organized
manner simplifies the analysis process, which plays a crucial
role in the automotive industry as it allows to monitor the
functionality of systems and address any potential issues.
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